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Artificial intelligence (Al) is one of the most
important and rapidly evolving technologies, aiming to
enhance the ability to develop applications and
systems that mimic human mental capabilities.
Therefore, it can be argued -according to a preliminary
analysis- that innovation has the potential to enhance
cybersecurity, and its manifestations in Al applications
further enhance this capacity. Accordingly, Al can
analyze massive amounts of data at extraordinary
speed, automate security operations, predict potential
threats, and even enable proactive measures.
Conversely, Al poses an increasing number of risks
and threats to cybersecurity as a result of its
exploitation in numerous diverse technical systems
across various fields, as well as within various forms
of warfare tools, and as part of a wide range of
weapons and military applications. Consequently, the
dual impact of Al on cybersecurity has made the
relationship more complex and multifaceted.
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! Nicholas Patterson, What is Cybersecurity and Why is It Important?, Southern New
Hampshire University, 30 October 2024, available at: https://www.snhu.edu/about-
us/newsroom/stem/what-is-cyber-security, 15/02/2025.

Al Alliag o Sy Lag g aiay ¥ (Al el Lag ¢ 8 Lz g aulsil) o Uikaa¥) £ 1S3 cal Siigea
.2025/02/13 <https://www.un.org/ar/208258 : le 7t 2023 55 18 cdaiall asy! c3asial)

(1290) 599LENg Acsulicad | A plall Al


https://www.snhu.edu/about-us/newsroom/stem/what-is-cyber-security
https://www.snhu.edu/about-us/newsroom/stem/what-is-cyber-security
https://www.un.org/ar/208258

PIE LR o ‘;M*t..g.um S e ‘;eu.hm¥|;tswl,3‘

O A alead M) zpahal) il Aa i€ QIS Gy Jsall 4als cladl 3a g
ssdll' sl 8 aalu a8 iharad) Ll o ety 3) L Jhudl a1y el o 1S3
DUl o el 3580 JICET (e dpan JSE e s U gy’ Lapte) Al ")
alatind e 5l Lhias ) Lell Hla LS M lgalatin) e 3y0ills L ol 50l 28 padl)
el Julatll gy LAl Alais iy b @laal) skl Whe AT T il £ Ladl
ol Lglaas ) A yuad) 5580 ) Sl Sharadl a1 3ukats aed ) Luld sy
o sl sl L) o) Al dulas i ale JC8 sl oS ¢ saill 138 ey
s 6,080 538 (e 2 e likal) oIS il 8 SLulSails ¢ Shuadl a1 5050
(Sl A8 ey UL e Redin e Jalaty e Al A8 el ¢ KA)
Agalse (ayd e i Lay cchlydll Aasly lagagill L)y Clasheall pan 8 Lpda Dass
=iyl oS 5l o ey cdantl (Bl 85 L Anliall laiu¥) ks g clagagl
corid) Uadll (i Julig (duael) Slleall 35 Jpeagl ) clblall Julas dega slaty
Sy b Aldinall Slaagilly il e 43,08 e cliali op lally 48]l Slilee 36 1S 32k,
2 nsly Jaily 5T S il ) 5a5 ) 2SNyl
elaadll oL Vi S MY Gl Il Jalas 288 celld e (il ey
dali ol 4sl iima (JUB (g5 pgelimdls agadll Taaleal 2pan 2aS 550 Sl
o 453 sy 4Ll aaadll Glaih Caagiad ) " yslia) s Aplal el dulie
D sagliia) Slalaall JUie) Canay ol Cray 8yl bysamy 4l 55 pally anly dgalsall
L o100y a3al) Lol Y1 Adlad ¢ e Ll o SO culyiil A i€ Jhyuadl e 4alss

! Joseph S. Nye, Cyber Power, (Massachusetts: Belfer Center for Science and

International Affairs, Harvard Kennedy School, Cambridge, 2010), p. 4.

2 Ehtesham Shahid, The implications of Al for regional security, Arab News, 30 May
2024, available at: https://www.arabnews.com/node/2519841, 03/09/2024.

® P.K. Singh, Maneuver Warfare in Cyberspace, (USA: Marine Corps War College,
Marine Corps University, Marine Corps Combat Development Command, Quantico,
1997), pp. 36-40.
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! loana Puscas, AI and International Security... Understanding the Risks and Paving
the Path for Confidence Building Measures, (Switzerland: UNIDIR, 2023), p. 7.
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2 “\What is Cybersecurity?” America's Cyber Defense Agency, 1 February 2021,
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* paul Cornish, Rex Hughes & David Livingstone, Cyberspace and the National
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! Thomas E. Copeland, The Information Revolution and National Security, (USA:
Strategic Studies Institute, Army war College, Pennsylvania, August 2000), p.121.

"History of artificial intelligence”, Iberdrola Group, available at:
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3 «Artificial Intelligence Definitions”, Stanford University, September 2020, available
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Intelligence Research and Innovation for International Peace and Security, (Sweden:
Stockholm International Peace Research Institute (SIPRI), Stockholm, November 2020),
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* Ibid.
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13/03/2025.
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2 «“What is Al in cybersecurity?”, EC-Council University, available at:
https://www.eccu.edu/blog/the-role-of-ai-in-cyber-security/, 13/03/2025.

¥ Michael C. Horowitz, Gregory C. Allen, Edoardo Saravalle, Anthony  Cho, Kara
Frederick and Paul Scharre, Artificial Intelligence and International Security, Center
for a New American Security, July 2018, available at:
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® Ibid.
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2 Henry A. Kissinger, Eric Schmidt & Daniel Huttenlocher, the Age of Al and Our
Human Future, (USA: Little Brown and Company, New York, 2021).
3 -
Ibid.
* «“What is Al in cybersecurity?”, op. Cit.
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® Lucia Stanham, Ai-Powered Cyberattacks, CrowdStrike, 16 January 2025, available at:
https://www.crowdstrike.com/en-us/cybersecurity-101/cyberattacks/ai-powered-
cyberattacks/,14/02/2025.

4 “Looking into the future: Artificial intelligence and its impact on peace and
security in Africa”, Amani Africa Media and Research Services, 12 June 2024, available
at: https://amaniafrica-et.org/looking-into-the-future-artificial-intelligence-and-its-impact-
on-peace-and-security-in-africa/, 12/09/2024.
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* Vladimir Voronkov, Algorithms and Terrorism: The Malicious Use of Artificial
Intelligence for Terrorist Purposes, United Nations Interregional Crime and Justice
Research Institute (UNICRI), available at: https://unicri.org/News/Algorithms-Terrorism-
UNICRI-UNOCCT, 18/03/2025.

*Amanda Suarez, Why Mexican Cyber-Cartels Threaten U.S. National Security,
Geopolitical Moniter, 24 June 2021, available at:
https://www.geopoliticalmonitor.com/why-mexican-cyber-cartels-threaten-u-s-national-
security/, 22/02/2022.
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! John T. Picarelli & Phil Williams, Information Technologies and Transnational
Organized Crime.:In David S.Alberts and Daniel S. Papp (Eds.), Information Age
Anthology: National Security Implications of the Information Age, (Washington DC:
Library of Congress Cataloging-in-Publication Data, Volume I, August 2000), pp. 377-
396)

% Nate Nelson, Ai-Powered-Cybercrime-Cartels-Asia, Dark Readings, 10 October 2024,
available at: https://www.darkreading.com/threat-intelligence/ai-powered-cybercrime-
cartels-asia, 22/03/2025.
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! Gu, Hongfei. Data, Big Tech, and the New Concept of Sovereignty, Journal of Chinese
Political Science, Volume 29, (May 2023).

2 Michael C. Horowitz & Others, op. cit.

3 Masaya Ohagi, Polarization of Autonomous Generative Al Agents under Echo
Chambers, (Japan: Association for Computational Linguistics, Tokyo, 2024).

* Michael C. Horowitz & Others, op. cit.

® Vincent Boulanin, Kolja Brockmann & Luke Richards, op. cit., p. 6.
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