the Need to Establish a Criminal A. Elhaded, A.Okeal

The Extent of the Need to Establish a Criminal Judiciary Specialized
in Examining Technical Crimes
A comparative study”
Dr. Abd Elraoof Hasan A. Elhaded ¥ Dr. Tarek Elsayed Mahmoud®
(1) Researcher,Assistant Professor Civil Law
(2) Researcher, Assistant Professor of Criminal Law.

Abstract
Received: 1/2/2026
Accepted: 10/5/2026 The rapid and successive development in
Published: 23/7/2026 the field of information technology, and the

successive development in the industry of
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different from the patterns of behavior in
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DOI: . -
https://doi.org/10.59759/lawvsi2.1838 | DY their ease and low cost. Additionally,
their danger in some cases may exceed the
danger of traditional crimes. Furthermore,
this type of newly established crimes is not
limited by geographical boundaries, as they
cross borders. Therefore, legislators in
various countries around the world have directed their efforts towards
enacting special legislation and laws that aim to combat this type of
crimes.

Undoubtedly, the distinction of this type of crime from traditional
crimes requires that the concerned agencies responsible for investigating
and detecting them possess technical capabilities and resources that qualify
them for this responsibility. At the same time, it requires the existence of
specialized judiciary with special abilities that enable them to deal with
these crimes. This study aims to identify the different legislative plans
regarding granting jurisdiction to specialized judges to consider
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information technology crimes. The study focuses, through the
comparative method, on identifying the legislative approach in some Arab
and European countries in order to identify the most effective ways to
combat this type of crime and achieve justice. To what extent is there a
need to establish specialized courts to consider these crimes?

Keywords: Newly Established Crimes, Artificial Intelligence, Specialized
Courts, Judicial Qualification, Comparative Studies.
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@ Combatting Cyber Crime, https://www.cisa.gov/combatting-cyber-crime
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https://iclg.com/practice-areas/cybersecurity-laws-and-regulations/india
@ Safeguarding India’s Digital Landscape Key Government’s Initiatives to Enhance
Cybersecurity Awareness, Posted On: 25 JUL 2024 ,
https://pib.gov.in/PressReleasePage.aspx?PRID=2037115

“ Diksha Jain, Comparative Analysis Of Cyber Laws - India, US And
UAE, IINRD | Volume 9, Issue 3 March 2024, pp.74: 75

®) 2022 National Plan to Combat Cybercrime,
https://www.ag.gov.au/crime/publications/2022-national-plan-combat-
cybercrime
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WOtero, P. (2022). Criminal Law and the Risks Posed by Internet. An
Examination of Spanish Criminal Law. In: Cayén Pefia, J. (eds) Security
and Defence: Ethical and Legal Challenges in the Face of Current
Conflicts. Advanced Sciences and Technologies for Security Applications.
Springer, Cham, PP.81: 92 https://doi.org/10.1007/978-3-030-95939-5 6
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®) Tad Simons, Is It Time for a Court Dedicated to Cybercrime?,20Jun
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cybercrime-court/

(481) (1 golss ade #2026 .2 sl 5 Alaxt 5L


https://www.thomsonreuters.com/en-us/posts/legal/justice-ecosystem-cybercrime-court/
https://www.thomsonreuters.com/en-us/posts/legal/justice-ecosystem-cybercrime-court/

Jie gl Gtk g yaal) gl gy dlas Al PP AT [ PRES ()XW

Y Lgin (e dnalal) Apliall sSladll paliaial e Jsall (e el cal Loy
Leaias anadio sSlae L) () (5581 53 cgat) eyl ¢3hall cduasmad) cay oSl
pabaia¥l mie a8 (gyuadll g diall Ll lysus Lt Gy ciill aihall Syl (aliaiay)
LAl il e Gy Juaiiy cdpalai] oSlaall aihall sda 3 il
) Jsal) b daldl) aslaal) g 3bai — Yl
1) gead) A l) Ay gganti-1

il o L) ol 58 Lald Gy i ) Al Joall A b Lys S5
Gaad o Ao 2018 4 9 a8y el (s Cua Al Kall Hlay Laadice oSlag
JS (aial Guiad Hileas dsle olo Ayl dappell 45 50anl) Dildadlase (e ddadlae (S 8
Caildasll gaaal) DLl (o Liilay Sl N Lai¥) ailyas dglosbea) aila 8 Ll Leie
cladlall il salall oda (re Ifsyaal) 2lSaY Uy Aaaall dalad) Ll ujla/ o LA ilail
L8 A gl m geatl) ey Fualad) ALl A g3
b bl AalEuly A L e aSlae a1l il e 2 salall ey ela LS
E5s5s Adailas JSI aanll DLl (e Ll St Y LatV) ailyag Ao slaall Ll Lliad
S e el s e s
AalaidY) oSlaall Ay Sy aihall 8 lailly (alaiaV) g pad) ¢ ball diul @ paa—2
— Aala@y] WSlaall oLl Galall Yoo A Ziud VYo ) opsild e L) salall Gl a8
GilalaiaVl LAY) are ae’ el e = %0 Y012 2l V€7 o8, G slall Jaadlly
Agalaidy) Slaal) (aian ¢ HaT gl ol 8 Lgle (o saaial) dpnlaidV) oSladdl s) yial

dila sheall 2l ya Llaly daradie alas Eilaal (L& 2018 4aud 9 ¢y 5l (ya] 3alall @
#1050 Galae Al ) a8 50 e 2018/3/25 Fubis 4 sl dans 1) 33y jal) (VLAY
2025/4/2 3 )0 ¢ 5l

https://pministry.gov.sy/contents/13491

2019/8/7(s) JSe 31232 cgans 53y 2l @

(482) 59909 Al A glati Aluulus


https://pministry.gov.sy/contents/13491

Jie gl otk g yaal) sl gy dlas L sliad LA I A Lot Sko

Ore A8l ASlal) gsleadl jlay LilSay Lesh claje (50 AALE LN 40101 L jilsay
Ml sbeall 48 2y AadlSa 621000 A8Y) il 8 Lo (a seatall il

Aalai®¥) aSlall 5l s a3 2024 Al 156 05l cangay 3aY daaad A
AN il Laylan ) gsleall el pabiaial) oLay 6 sald) Jhass a5 oloaiieys
Osle 15 Lgad 35las Al gsleally daide jilsall ol cangialy ipalaiy) dSally

hall sl aliaiaV) ;i med i 88 (gpead) gyt of o 48l A 5Ty 5
Lol a5y gl ld 8 4ty cdpaliadV) aSlad) 8 dlidie doavadiall aSlaall 4, 5<IY)
S opiie Lala@y) Sladll o sloail) paen of Sliie) e sl 4y

Lo Y bl Sl el aia) i (b (gramall g dall Gllss (0 (50 Liila (05
igay Oe— e b Alaiyl HSladll o LS cagdll o anivg Galai@) Slall
) Jlad) 8 Guaiadie sl sLadls (Laadie Glia 2Ll 0 Y ks

Cre 2 O Ay Y il Gaadtie Slia ol dgag Jodll oy S 4 (g9
fgs bl (s s
Al ailya ol palaaid¥l 4l miay Jiise OlLS L) 58 J6l8 Gadagay -
b glal)
Ay V) aslall agley Gaall ALaV) aguals (s sliad e oLSI laa J<a of -
sl 515 il sleal

el seliael G aaay of e 3oLl oy el e el ()1 Slea 35a5
sl Y]

Aia¥) Jaall b daldd) aslaal) 7 ilai Ll
Iy |

s 1160 ¢ 3 e (pamadia A e eliad gad dde 38l amad) daaa 2 ).LU\ @
126

(483) (1 golss ade #2026 .2 sl 5 Alaxt 5L



Jie gl Gtk g yaal) gl gy dlas Al PP AT [ PRES ()XW

cuile] (alliadl A16d dallee ) dalally Gy iSY) Lhall jhad a5 esun b
aihall Lald dSae Jf oy a8y 4, g dihall dald daae o LAY o dagall
138 2ny (a5 2016 sdivs e Y1 3 LedlaeT ¢ paalVIsS aSlas pane Uiy iy 5SIY)
Onaradiie slad oSlaal) sda auliy eVl Bl 8 g sil) 3 e aSlae oLl 23 bl
L Gsalally Zaleial dgadl Ll (e Lyt s Ahnadl ihall Lload 3 Ll ey
aigli-2

i) LY AaSas L) 23 2000 alad lasbeall Linsl iS5 () 55l8 Camga
IS,y AU Ay Adsle Clehal s ) Coagds bl Cilejliall gy (aisl
ISy ¢ Al Y Eaalpay Bl Lo IS 8 Laal) @l g asliy bl Jlaall
Giila ) Llall aSlaall (gaa) ol Ulad) eSaall (o deliie i Bale 5a5 ¢ty (n AuSadll
iy sy mad) Ga¥ls il gleal) Lngl €5 Fia el A djme (g5 el 5 liac]
LaslsiSs 05l (8 Lo (aguaiall Bilasal) (o 4y puan bl daliy LY daSae
2elaglaall
W53

b bl Laiadie oSlas oLl H)E LS5 8 oLl (ulae ol 2021 ale &
(8 B Aanadia oSlas oLt Lty Gulaall cihhE iyl 085 GAllally A SSY) DAl
s ey e luyg 2021 S 0y e 30 gl AS 5l Al 52yl
eSadl Al ¢ wihall (e coila () ALl wally A S L3l
Gl e la 285 2021 s 15 oo Bliie) uladll chhyd 3 o e dacadsd)
Fe il 53l s il yleall dagi e Cangs <l jall

@ Edwin Lee, Special Cyber Court and E-Court, May 24, 2018, at:
https://Ipplaw.my/insights/e-articles/special-cyber-court-and-e-court/
(Z)Cyber Appellate Tribunal, https://lawforeverything.com/cyber-appellate-tribunal/

) Can Sozer & others, Establishment of Courts that Specialize in
Cybercrimes and Financial Crimes1/12/2021 at
https://www.esin.av.tr/2021/12/01/establishment-of-courts-that-specialize-in-
cybercrimes-and-financial-crimes/

(484) 59909 Al A glati Aluulus


https://lpplaw.my/insights/e-articles/special-cyber-court-and-e-court/
https://lawforeverything.com/cyber-appellate-tribunal/
https://lawforeverything.com/cyber-appellate-tribunal/
https://www.esin.av.tr/2021/12/01/establishment-of-courts-that-specialize-in-cybercrimes-and-financial-crimes/
https://www.esin.av.tr/2021/12/01/establishment-of-courts-that-specialize-in-cybercrimes-and-financial-crimes/

Jie gl otk g yaal) sl gy dlas L sliad LA I A Lot Sko

ESNOSUSEC | I\ N [ S WPV EX. SV R S | [P I
loslaal) dalal alatind DA (e (S pal) Jlaa¥ 1y Alagall 4850 ¢

b alige gl ale CaligaS ddi iy i) dl aLE DA e Jasal) JlaaY) .

labaially losssall o3¢y Jagipe 4l sl 5 Ll Sl el dussie o iy

Sl bl Gada gl copmart of el Adle) of byl dallae ol ) Jgaal) .
Lt

Al ol A pad) cliladl ol e Hladiuy! .

8yshaad) zaball Sl 536 alasin .

s S aihall e 33l dlaeY) clgal) e daaY) cllalaV) .

: Opaliti—4

05l cuila ) (10175 a3y 4y seandl osilal Gy Golil) 6 4 iSOy Q3had) sass
Lol Craad diaradiall 3pal) ) dalall Wty (2012 alal ds SN ) aie
ClSlgiil e Jualaill A s jSHY) @il)all sSlae’ Wjlie b 4iliad) e haY) sSlae (o Llal)
Gl lablial (oSl adll sale Sladl odh adiy 10175 o) dg)seenll o5l
(o= Al Ay ilal) aSlace @lliah dyg S @) QLSS 4 Lgy a3
e e (5l als 13) Ay Y i (S ) alantY) e Al Adalu il
ol 8 Vgase nal) G il Jals dapall jualic
sas sl B Budad 13g8 JS& anal 8 8 aY) of e ol g sy
Dsaall (G slae o s AlalSie Aalinly ddad DA (e 4] il ediig L

yaxall Lajls ailyall (e e sill o2a Hhlias osl) 285 A e Al jsaa g8 J5Y)

@ Special Commercial Courts and Cybercrime Courts | Jurisdiction of
Courts | JURISDICTION, January 22, 2025,
https://www.respicio.ph/bar/2025/remedial-law-legal-ethics-legal-
forms/jurisdiction/jurisdiction-of-courts/special-commercial-courts-and-
cybercrime-courts hg.dhvm 3/4/2025

(485) (1 golss ade #2026 .2 sl 5 Alaxt 5L


https://www.respicio.ph/bar/2025/remedial-law-legal-ethics-legal-forms/jurisdiction/jurisdiction-of-courts/special-commercial-courts-and-cybercrime-courts
https://www.respicio.ph/bar/2025/remedial-law-legal-ethics-legal-forms/jurisdiction/jurisdiction-of-courts/special-commercial-courts-and-cybercrime-courts
https://www.respicio.ph/bar/2025/remedial-law-legal-ethics-legal-forms/jurisdiction/jurisdiction-of-courts/special-commercial-courts-and-cybercrime-courts
https://www.respicio.ph/bar/2025/remedial-law-legal-ethics-legal-forms/jurisdiction/jurisdiction-of-courts/special-commercial-courts-and-cybercrime-courts
https://www.respicio.ph/bar/2025/remedial-law-legal-ethics-legal-forms/jurisdiction/jurisdiction-of-courts/special-commercial-courts-and-cybercrime-courts%20hg.dhvm
https://www.respicio.ph/bar/2025/remedial-law-legal-ethics-legal-forms/jurisdiction/jurisdiction-of-courts/special-commercial-courts-and-cybercrime-courts%20hg.dhvm
https://www.respicio.ph/bar/2025/remedial-law-legal-ethics-legal-forms/jurisdiction/jurisdiction-of-courts/special-commercial-courts-and-cybercrime-courts%20hg.dhvm

Jie gl Gtk g yaal) gl gy dlas Al PP AT [ PRES ()XW

Jas ) Aglial) clagyanll okt DA (e clldy il HURY1 3 Jidiyy JE ) sadll
Aaadlly 3gal) ey 3laiall sag GG jead) ailall oda iyl dea)y ciligie
O e i el e e il Slead 280l dage 2l e 2 Y 22l 134 g
o Gl Lmiadio Al dgag GUAS (Aliega ol 8 aen ) Al clplaY) Al s
aSlae L) Fraaly ¢ bl Jlaadl 8 85all Welinel 03555 ae allyall e A sill 028
i Y Al sglad 35 (Say LAl 138 Ay g iKY ihall & kil daiadi
Cilasbeall Aty e lilaall oS3 zalio zad DA o el lupall Jai J5Y) Sl

S ol (8 ASladll Jeall dage Glads zpas Jas (A ¢ silall QLIS @) )i (ana

A
b il paiadie s cliad dsms Aol pae e Capll Giagy Canll s cla
&b iy ) O Ly ¢ LgindlSay ilall (e Ao sl o3gl sl 8 Ay FS) S35l
il o Lkl dgaibas ol e il aihall dale o iyl Al
sl amall e AT apgall anad papaill pe o Yl e laialy galai)
Al e Js¥) il liaad @l Jun Ay Al 2ihall dgalsdd idaglly Jaalls
s cpanadiall sl cladll Lale e esamll ol Cargy AU Canall ol o8
ASladll s Ly (Ladgas dgeals dacadiall A gliall aSLadll oyl L s 4 DA
g e 0 Y Al gyl e Caaall b ey Lt B cdaalald) ilsally deaiadidl
palbaid¥) e b Auia¥ly dpad) Joall s e Badly (panadial) sl o Laadl)
U ndl AR (e Liggil 285 cAanaiio 4l Sl ) 4 S Shall S hally
t Ml sl e ledlea) S (Al Gluagilly il (e e sans
=Ly
OV T i amsy W ash V) (5 s Wbl Bpadidl) Q3hal) S of e a2l e -]
A el A8lS ek,

109ua Gédl.u faaPa ‘4\7\.\;\.\]\ ul.u\Jﬂ\ 92 ¢ gana .J:\.uxj‘ éJLL 2 @

(486) SPIAY g Al o glall Alutis



Jie gl otk g yaal) sl gy dlas L sliad LA I A Lot Sko

Lala bdad day Al 3all AsblSal A g0 A8 o)) 3 Dage sasidl adY) 2l -2
aihall Gl Jlalie e aall 8 sguiias

O slan o oy AlalSie dadlyin) 85 a3l A8l alaY) Hhlad gaadll -3
Siailly AdaOlall daiadio Clin dgag (Olagy il ol o Joanll GBS s
JiaSlaallg

penieg Bl e dae (el Do (Ao ey ¥ panadie Slis oLl 35ay o) 4
A el iy aliaidl

ey alaiaV) e (A LYy ¥ s Letas Joall (e 2aall Cagasl =5
rpanadie Jlea ) &g AN Ll oSG

Ciluo 9181
Ol e il Sl o saasall Aoy S o)l G Ao Jaall sy -1
A ihall ) sem A8l 41 2500 Jse g i€ )il

)i (anin Gpmaadl eV alio zhals Al cluhall 50 Juniy ¢ ) &y =2
) eanll ae Jalaill Alage Clady AT (B agen s e 0l LIS Al

Juerl) A s i) ihall aail) & )Y Liad ) dgagl ) JleSind Jundy -3
Al ) (& kil acadieg Jiwe Sl Glea oLl e

#SA by Lgda Jafiyg Le Llagiady Lajhlines 4l ailally ool iy pma —4
Aagal) o2a & (alal) g Uaill @lhaY Jlaall Ll g e lilaa]

sy laliaial o L)y palaiB¥) oSlaall 58 3 Sl sale] (gpad) grid) e =5
caiball ol Duas Galiaial) 4l sy Aliad LS o Ll ¢ 1y cdag yiSIY) Q3hal)

Taals Al cLgindlSa Jray dloglaal) pihall Lalai®¥) JEY) calas vaal S o0 (1
2021 62221l <6 Jl;.d\ ‘R_\.U.M\ (’M :\7\]‘535\ Lﬂgd\)ﬂ [EEPLEN

(487) (1 golss ade #2026 .2 sl 5 Alaxt 5L



Jie gl Gtk g yaal) gl gy dlas Al PP AT [ PRES ()XW

colas caysilly Homall L@ la Ay S wihall 8 & s el 2ane 2aal (2
2024 53

s cinding Al gy G S 2hall (e JULY) dles (i (1 e Sl (3
Ay Ayl dpanill Ayl Aalad) dpmand) (3oaall (18 alaall e laal) aslall Jii
2024 sl

Al 2 Jsally bl laill (s allu dana glalu o 5 (olila deae Jlaa (4
salsy 16232l Baladll e il ciluhall el agaall Alae ¢ Jolally OGN (g 5<N|
2023

(o glal) A8 il yn AndlSa Jlae 8 Dpmy il Ausbpudd) sk giday dans daad @la (5
cclalad) ae daals ¢ Bial) A0S ] aaall 7 alaall dilal culadyall ddaa A lia A
2021 (shut) — sig el

e (8 Ay 1 Shaal) V) claaty @il diha ¢ amdl daaedl s (6
i) aslally Goiall A0S (Taaall (18 aladll ¢ jSadl) das ¢ daall Lgil)liay dayall
2023 ihall ¢3S jiad dasa daals

Slaalyy Alae Ag S Qlyal) AadlSe 8 Apliall Cilagylal) Allad <05 )5 Apa (7
2009 il dddall ¢ sile o) daala o] aaall (] alad) cilads

413 Al el Al Sl e Aol gyl (g dielad Jlall 2 alls (8
¢ LAl Ayl Aaaladl ¢y 3@l 3K ¢ T aaadl 2alaall ¢Liagl il oy g3lall dAlaa ¢ Jurol)
2022 Jyl

ol el Aasie )5 ey asedall iy YD DAl Aol use by (9
2014/9/4-2 o) (las (Asally dagBY) Vgl il Jla 3 Do) Q)
Ol Al Ay S ailhall AadlSe 8 ool (pslaill (Joaly ala sl (10
2023 Joyd esyalaly Aty ) dealall ¢ silall 408 o] anedl (3alaall Ll gisall

A sl Al cLgilans Aig SSNV) Ayall aggia cgyshaall urdl e agh 2 (11
2023 sl cashall g5 alall dndla ¢(3siall A4S (5aaell (6 alaal

(488) SPIAY g Al o glall Alutis



Jie gl otk g yaal) sl gy dlas L sliad LA I A Lot Sko

(ol lall Gl aeld el 8 Al cluhal) s e s dsens adl Gyl (12
2024 ¢ia il daals sl A< 200all <5 alaall (Al o glall Ciald) Alas

Uae cainil€as ) Jugadt 3 Wysay o lilua¥) oIS i 3 gane el Byl (13
2024 (Lala ) dduglal caludyall s ) Ll daals

colae cayslls Ll Jily )y (Ida cchloglaal) Langl iS5 2l a cdulsil) 2eas alY) 2 (14
2017 o230

(bl asill ) e eliand) L (g53 aiha 580 (Y] S dlae (15
Baxall 21 alad) dsilall aslall 48,050 Aaals cdlae palaaia¥) 550,11 dgay
22024 jadiss ey

el ) Aadie 485 (illaally o600 Al K diaadiiall oSladll ccag e daal 258 (16
2013 adins dasally diaiall (Aygpal) Joall 3 Llal) aSlaal ¢ Ly )} ol

AL G ol Jualll adlse soe Ay SN dapall jhlas (ilsle ueS (17
Saadgh ¢ ihall (2amell (11 alaall ccnludyo dlas cdgalsdl Ty dua geasll

Clalasy) Ay SSN) dagpal) Aail<e Jlase 5 Apaliyls 40sal) duluad) iy il (18
Ol Aala cTaaall 1 alaall cculagly il Ao s pSINV) dagyall AailSa i 4050l
2009 hall ¢ sile

e g P ahall dgalsad i) Adsall 25eal) (e Glad taal 2ana (19
2018 sils colene dasla ¢gilall 20 (8anall (4alaall (A i) o 5lal)

D g SN Ly all A alall A gylail) cchlasbeal) LinglsiSS ailya castiall L) dasa (20
2023 o) olae capysily plll sl

Al cilaglaall Al ailya Sl aiadie s el gad dedll amall 2eas (21
2024 ¢ alall Gnll Jia 3850 <1822l (8alaall (A laall chludyall Joa Alae ¢ lia
Ul cpadl 4S0ea & Aig SN Aia il il gl SUY1 cgypall A5 deas (22
2023 cpadl cialial) sy agpdil) i 1300e]) ¢ip gilal

pslall Alae Aol Baias 8 oyils Sliadl lill paads ¢ SRl dseas daae (23
20170 cile o daala cla¥) A8 (3500l cdplasy) caludyallg

(489) (1 golss ade #2026 .2 sl 5 Alaxt 5L



Jie gl Gtk g yaal) gl gy dlas Al PP AT [ PRES ()XW

Uae (ladgad Lbural) Lapall syealeall clasilly Joall ol (Ald 35ame 20ae (24

2024 (i uSul) Raala ¢Bgiall S (ol 2 alaal) iy gilall Cigall 3 gall
Use i) ol AadlSd Lpnypilly Adsal) dgeall ¢ e cpall sliva teas 350m0 (25
2021 y5€T i gial) daala ¢ 3s8all A4S (3 danl) (S4alaall ciualaiBY g dui il Egard)

laal ecilaghead) 4y A aleial) Qilyall L) g ¢ S)lal) de ayd Hsaie (26
2023 5 cpshyall g yalal) daala ¢ (3siall A0S (4anall (15 alaall cdilal
gyl 45lhe S55aY) eyl b o glaall A Sy s s illadll iLs cals (27
8y saaiall Laala ¢(gsial) 40 (830aall (13 alaall cApalaidyly Ay ildl) Egal) Alsa g yall
2023

el 8 A o gAY jaid) ye Jsed) dust mllia (35 dgane salin (28
2024 cla22l (16akaall cpuslynsd) aslells oygilall 8 250,30 Alaad) ¢ 5253

LSipaly Jlga) Jont Aagpn AadlSd gy SLadll sl copall Cayiays (29
2010 diad cilagleal) 485 a5)ya Aa8lSd Lyl LEED Ly — clasbaall 4y dda sy
2021 222e)) (8alaall (el cilujall Gl Al

dgalse A alall il (e LaaV s Agla) aslall U Joall paigall cared ¢lis (30
2 22al) (67 Alaall cApagil) Alal) Asal) ¢ Jfiad) (595 Dlbaailly adlgl) cdallall jhalal)
2024 ol Agliall Eypadll _asill <5l

Baaall S3aladll dpanlly Josall Adae (Liagl €l allaall caslall ¢ (a0y< Garlys (31
2016 i ¢ Jsall 2l Goriia

Alie Alali s Al g KD Aapall Ailial) dgalsall ¢ agd s iy (32
2021 5l daala ¢ 5siall 2K 3]y S0 Al

LIS lln Al galally 4l 3 SUiad) sldll jaadd dala we Cius (33
2018l astalls ay Sl ST Zaala 7 23a]) Ayl

(490) 59909 Al A glati Aluulus



Jie gl otk g yaal) sl gy dlas L sliad LA I A Lot Sko

el Calialy A glaslaal) ailyall jsa (cama Ay, il A ablSdl i g (34
aslall 55yl (ol AanalST 2002l (38alaall Aial] clushyall Lyypal) Alaal) ¢ 3o slal

02022 e iady)

:Aial) Al — LSl
1) Abel Yeboah-Ofori, Jamal-Deen Abdulai, Ferdinand Katsriku,
Cybercrime and Risks for Cyber Physical Systems, International Journal
of Cyber—Security and Digital Forensics (IJCSDF) 8(1):2019
2) Ajoy P.B (2022). Effectiveness of Criminal Law in Tackling
Cybercrime: A Critical Analysis. Sch Int J Law Crime Justice, 5(2).
3) Aleksandra Lisicka, tukasz Lasek, Do we need a special court for
cybercrime  cases?17/11/2017  athttps://newtech.law/en/articles/we—
need—a-special-court—for-cybercrime—cases
4) AL-Mulla, M.S. (2025). Cybercrime from Controllability to
Subjectivity: A Serious Call for Legislative Review. In: Chawki, M.,
Abraham, A. (eds) Cybercrime Unveiled: Technologies for Analysing
Legal Complexity. Studies in Computational Intelligence, vol 1181.
Springer, Cham
5) Can Sozer & others, Establishment of Courts that Specialize in
Cybercrimes and Financial Crimes1/12/2021 at
6) Christie, E.H., Ertan, A., Adomaitis, L. ef al. Regulating lethal
autonomous weapon systems: exploring the challenges of explainability
and traceability. A/ Ethics 4, 229-245 (2024).
7) Combatting Cyber Crime,
8) Cyber Appellate Tribunal,

(491) (1 golss ade #2026 .2 sl 5 Alaxt 5L



Jie gl Gtk g yaal) gl gy dlas Al PP AT [ PRES ()XW

9) Diksha Jain, Comparative Analysis Of Cyber Laws — India, US And
UAE, IUNRD | Volume 9, Issue 3 March 2024

10) Edwin Lee, Special Cyber Court and E-Court, May 24, 2018

11) Hemdani, M.G.K. (2025). Cryptocurrencies and the Dark Web: A
Gateway to Money Laundering. In: Chawki, M., Abraham, A. (eds)
Cybercrime Unveiled: Technologies for Analysing Legal Complexity.
Studies in Computational Intelligence, vol 1181. Springer

12) Jain, R., Sonowal, B. (2025). Analyzing the Procedure for
Investigation in Cybercrime and Admissibility of Electronic Evidence. In:
Chawki, M., Abraham, A. (eds) Cybercrime Unveiled: Technologies for
Analysing Legal Complexity. Studies in Computational Intelligence, vol
1181. Springer, Cham

13) Krishna Kumar & Praveen Gupta, A Study About Cyber Crimes And
Cyber Law In India, JETIR May 2019, Volume 6, Issue 5,

14) Lanny L. Newville, Federal Probation Volume: 65 Issue: 2 Dated:
September 2001,

15) Malatji, M., Tolah, A. Artificial intelligence (Al) cybersecurity
dimensions: a comprehensive framework for understanding adversarial
and offensive Al. A/ Ethics (2024)

16) 10tero, P. (2022). Criminal Law and the Risks Posed by Internet.
An Examination of Spanish Criminal Law. In: Cayén Pefa, J. (eds)
Security and Defence: Ethical and Legal Challenges in the Face of
Current Conflicts. Advanced Sciences and Technologies for Security
Applications. Springer, Cham

17) Ramadan, S.A., Qasim, A., Abdullah, A.F. (2024). Legal Liability

Arising from Information Crimes in UAE Law. In: Alareeni, B., Elgedawy,

(492) 59909 Al A glati Aluulus



Jie gl otk g yaal) sl gy dlas Q,SL'Q;.L«AE P F-A g (PPN E S (TR

. (eds) Opportunities and Risks in Al for Business Development. Studies
in Systems, Decision and Control, vol 545. Springer
18) Rosli, W.R.W. Waging warfare against states: the deployment of
artificial intelligence in cyber espionage. A/ Ethics 5, 47-53 (2025).
https://doi.org/10.1007/s43681-024
19) Safeguarding India’s Digital Landscape Key Government’s Initiatives
to Enhance Cybersecurity Awareness, Posted On: 25 JUL 2024 ,
20) Steve Morgan, 2024 Cybersecurity Almanac: 100 Facts, Figures,
Predictions And Statistics,Jun 24,2024,
21) Tad Simons, Is It Time for a Court Dedicated to Cybercrime?,20Jun
2018

sl lasbeal) 4S5 e palye — GG
file:///C:/Users/dr%20Tark/Downloads/s43681-024-00427-4.pdf
https://cybersecurityventures.com/cybersecurity—almanac-2024/

https://docs.un.org/ar/A/RES/56/121

https://doi.org/10.1007/978-3-030-95939-5_6
https://doi.org/10.1007/978-3-031-80557-8_12
https: //www.itu.int/ITUD/cyb/cybersecurity/docs/UN_resolution_55_63.pdf
https://doi.org/10.1007/978-3-031-80557-8_6
https://doi.org/10.1007/s43681-023-00261-0
https://draya—eg.org/2022/02/24
https://encc—eg.org/pressroom/press.aspx?id=264
https://encc—eg.org/pressroom/press.aspx?id=267
https: //haqqi.info/ar/haqqi/legislation /arab—convention—cyber—
%E2%80%8B%E2%80%8Bcrimes

https://iclg.com/practice—areas/cybersecurity—laws—and-regulations/india

(493) h galst 3o £2026 .2 sdall.5 cloetl 3yl


file:///C:/Users/dr%20Tark/Downloads/s43681-024-00427-4.pdf
https://cybersecurityventures.com/cybersecurity-almanac-2024/
https://docs.un.org/ar/A/RES/56/121
https://doi.org/10.1007/978-3-030-95939-5_6
https://doi.org/10.1007/978-3-031-80557-8_12
https://www.itu.int/ITUD/cyb/cybersecurity/docs/UN_resolution_55_63.pdf
https://www.itu.int/ITUD/cyb/cybersecurity/docs/UN_resolution_55_63.pdf
https://doi.org/10.1007/978-3-031-80557-8_6
https://doi.org/10.1007/s43681-023-00261-0
https://draya-eg.org/2022/02/24
https://encc-eg.org/pressroom/press.aspx?id=264
https://encc-eg.org/pressroom/press.aspx?id=267
https://haqqi.info/ar/haqqi/legislation/arab-convention-cyber-%E2%80%8B%E2%80%8Bcrimes
https://haqqi.info/ar/haqqi/legislation/arab-convention-cyber-%E2%80%8B%E2%80%8Bcrimes
https://iclg.com/practice-areas/cybersecurity-laws-and-regulations/india

Jie gl Gtk g yaal) gl gy dlas Al PP AT [ PRES ()XW

https://lawforeverything.com/cyber—appellate—tribunal/

https: //link.springer.com/chapter/10.1007/978-3-031-65203-5_67

https://Ipplaw.my/insights /e—articles/special—cyber—-court-and—e—court/

https://ncsc.jo/Ar/List/Policies_and_Strategies_ AR

https://news.un.org/ar/story/2024/03/1128737

https://news.un.org/ar/story/2024/12/1137776

https: //pib.gov.in/PressReleasePage.aspx?PRID=2037115

https: //pministry.gov.sy/contents/13491

https: //saudijournals.com/media/articles/SIJLCJ_52_74-79.pdf
https://www.ag.gov.au/crime/publications/2022-national-plan-combat-

cybercrime

https://www.albayan.ae/across—the—uae/accidents/2013-09-26—

1.1967235

https://www.cisa.gov/combatting—cyber—crime

https://www.esin.av.tr/2021/12/01 /establishment-of-courts—that-

specialize—in—cybercrimes—and-financial-crimes/

https: //www.jetir.org/papers/JETIRBW06027.pdf

https://www.thomsonreuters.com/en—us/posts/legal /justice-

ecosystem—-cybercrime—court/

Special Commercial Courts and Cybercrime Courts | Jurisdiction of
Courts | JURISDICTION, January 22, 2025,
https://www.respicio.ph/bar/2025/remedial-law-legal—-ethics-legal—-
forms /jurisdiction/jurisdiction—of-courts /special-commercial-courts—and-

cybercrime—courts hg.dhvm

(494) $9aT g Al | 2 glall Abeulis


https://lawforeverything.com/cyber-appellate-tribunal/
https://link.springer.com/chapter/10.1007/978-3-031-65203-5_67
https://lpplaw.my/insights/e-articles/special-cyber-court-and-e-court/
https://ncsc.jo/Ar/List/Policies_and_Strategies_AR
https://news.un.org/ar/story/2024/03/1128737
https://news.un.org/ar/story/2024/12/1137776
https://pib.gov.in/PressReleasePage.aspx?PRID=2037115
https://pministry.gov.sy/contents/13491
https://saudijournals.com/media/articles/SIJLCJ_52_74-79.pdf
https://www.ag.gov.au/crime/publications/2022-national-plan-combat-cybercrime
https://www.ag.gov.au/crime/publications/2022-national-plan-combat-cybercrime
https://www.albayan.ae/across-the-uae/accidents/2013-09-26-1.1967235
https://www.albayan.ae/across-the-uae/accidents/2013-09-26-1.1967235
https://www.cisa.gov/combatting-cyber-crime
https://www.esin.av.tr/2021/12/01/establishment-of-courts-that-specialize-in-cybercrimes-and-financial-crimes/
https://www.esin.av.tr/2021/12/01/establishment-of-courts-that-specialize-in-cybercrimes-and-financial-crimes/
https://www.jetir.org/papers/JETIRBW06027.pdf
https://www.thomsonreuters.com/en-us/posts/legal/justice-ecosystem-cybercrime-court/
https://www.thomsonreuters.com/en-us/posts/legal/justice-ecosystem-cybercrime-court/
https://www.respicio.ph/bar/2025/remedial-law-legal-ethics-legal-forms/jurisdiction/jurisdiction-of-courts/special-commercial-courts-and-cybercrime-courts
https://www.respicio.ph/bar/2025/remedial-law-legal-ethics-legal-forms/jurisdiction/jurisdiction-of-courts/special-commercial-courts-and-cybercrime-courts
https://www.respicio.ph/bar/2025/remedial-law-legal-ethics-legal-forms/jurisdiction/jurisdiction-of-courts/special-commercial-courts-and-cybercrime-courts
https://www.respicio.ph/bar/2025/remedial-law-legal-ethics-legal-forms/jurisdiction/jurisdiction-of-courts/special-commercial-courts-and-cybercrime-courts
https://www.respicio.ph/bar/2025/remedial-law-legal-ethics-legal-forms/jurisdiction/jurisdiction-of-courts/special-commercial-courts-and-cybercrime-courts%20hg.dhvm
https://www.respicio.ph/bar/2025/remedial-law-legal-ethics-legal-forms/jurisdiction/jurisdiction-of-courts/special-commercial-courts-and-cybercrime-courts%20hg.dhvm
https://www.respicio.ph/bar/2025/remedial-law-legal-ethics-legal-forms/jurisdiction/jurisdiction-of-courts/special-commercial-courts-and-cybercrime-courts%20hg.dhvm

