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telecommunications  and information
technology sector. Although artificial
intelligence  provides humanity  with
significant opportunities, it simultaneously
poses a threat by contributing to the
emergence of cyber threats and risks.

This requires working and focusing on building new skills for the digital
future by utilizing artificial intelligence to enhance cybersecurity, in
response to the emergence of cyber threats. These threats are considered
dangerous phenomena that jeopardize national security and affect most
vital sectors and critical infrastructure, without which human existence
cannot continue.

Therefore, our paper aims to highlight the importance of using artificial
intelligence to achieve and enhance cybersecurity, while primarily
emphasizing the risks resulting from the use of Al applications. This
necessitates exploring the best methods and strategies to mitigate the
dangers of these threats.

* A special issue for the Third International Conference, entitled: Artificial Intelligence, A Legal Vision
Towards a Sustainable Future.
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Thus, after employing the descriptive-analytical approach and the
inductive approach—as they are methodologies that align with our study's
topic—the study concluded that Al applications are capable of predicting
and countering cyber threats. This is achieved by training personnel and
frameworks equipped to provide the necessary protection for the cyber
infrastructure, given that the number of qualified professionals in the field
is highly limited.

Keywords: Artificial Intelligence, Cybersecurity, Information Technology,
%pportunities, Risks.
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https://unam.academia.edu/PaolaTalaveraMiranda
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12 Robert walters — Marko novak, » Cyber security, artificial intelligence, data
protection the law », Springer, 2021, p: 7.
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16 Robert walters — Marko novak, » Cyber security, artificial intelligence, data

protection the law », op. cit, p: 61.
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18 Grant thornton, » perspectiva del covid 19 — tecnologia e innovacion contra
el  coronavirus », abril 2020, estudio esta publicado enlace:
https://www.grantthornton.es/contentassets/12c9e2e520554e30815b9dbdc5b83
dcl/consultoria_covid19.pdf, ha sido visto: 16 — 2 — 2025, la hora: 18:00.
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